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FBI Privacy Threshold Analysis (PTA) Cover Sheet (ogc/pclu(R ev. 1/17/07) 
F'OUO Sc&stfiv© lint Ijhc1hs$iIi6<I (oddest WAM S/7/0?) 

NAME OF SYSTEM: Digital Collection System (DCS) 6000 


FBI SYSTEM CONTACT PERSON 

Name ] _ 

Program Office: Telecommunications Intercept Collections Technology Unit (TICTU) 

Division: Operational Technology Division b6 

Phone: |~ | b7c 

Room Number: 4A64 Engineering Research Facility E (ERF-E), Quantico VA 
Date PTA submitted for approval: 19 April 2007 

FBI DIVISION APPROVALS A PIA (and/or PTA) should be prepared/approved by the cognizant program management in 

collaboration with IT, security, and end-user management and OGC/PCLU, (PIAs/PTAs relating to electronic forms/questionnaires implicating 


the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk) If the subject of a PTA/PIA is under the program 

cognizance of an FBIf-IQ. Division, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIFiC^Division for program review and 
approval, if required by the FBI HQ Division, 



Program Division: Operational Technology 

FBIHQDivision: S&T Branch (OID) 

Program Manager 

Signature: /s/ 

Signature:/s/ 

(or other appropriate 

Date signed: 20 April 2007 

Date signed: 4/20/07 

executive as Division 

Name: 

Name: 1 1 

determines) 

Title: Supervisory Special Agent 

Title: UC 

Division Privacy Officer 

Signature: /s/ 

Signature: 


Date signed: 4/24/07 

Date signed: 


Name: Charles B. Smith 

Name: 


Title: Acting SC 

Title: 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEH Room 7338). 

FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: /s/ Dave C Larson for PWK 


Date Signed: 4/27/07 


Name: Patrick W. Kelley 


Title: Deputy General Counsel 


Upon final FBI approval, FBI OGC will distribute as follows: 

1 - Original signed copy to 190-HQ-C1321794 
Copies: 


1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 
1 -FBIOCIO 

1 - FBI SecD (electronic copy via e-mail) 

2* - Program Division POC /Privacy Officer 
2*-FBIHQDivision POC/Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 


1 - OGC\PCLU intranet website 
1 - PCLU Library 
1-PCLU Tickler 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAM EOF SYSTEM: DCS-5000 FOIJQ/SB U 


(added WAM 5/ 


For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is 
required by conducting and following Privacy Threshold Analysis (PTA). 


A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows: 


A. General System Description: Please briefly describe: 


Mission: The mission of the DCS-6000 is to provide the FBI with astate of the art digital collection system forTitle III authorized 

telecommunication interceptions. These interceptions must be monitored in real time and must provide the ability to meet all mandated 
requirements associated with the Title III standards. 


Description: 

The DCS-6000 is a computer based Electronic Surveillance (ELSUR) collection systems designed to conduct court-ordered ELSUR telephone and 



b3 

b7E 


1. Type of information in the system: Title III ELSUR evidence collection system. This system collects and stores the following types 
of information: 

telephone and microphone voice data 
Call data content 


b3 

b7E 


2. Purpose for collecting the information and how it will be used: 

The information is collected in support of Title III cases and is used in the pursuit of these cases only. 


3. The system's structure (including components/subsystems): 


2 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: DCS-6000 FOUO/SBU 


(added WAM 5/ 


Major System Components 

The DCS-6000 suite consists of I 


DCS-6000 consists of the following functionalities: 


]:he DCS-6000 suite | ~| 


The 


b3 

b7E 


b3 

b7E 


b3 

b7E 


b3 

b7E 
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4. Means of accessing the system and transmitting information to and from the system: 

In addition to physical access to the system via the workstation, the following system connections are maintained: 





5. Who within FBI will have access to the information in the system and controls for ensuring that only authorized persons can 


access the information: 


FBI Personnel 


The FBI Criminal Investigative Division (CID) and the FBI Counter Terrorism Division (CTD) are the primary users of DCS-6000. In addition, ) | b3 
technical personnel who work at the Operational Technology Division (OTD) of the FBI Engineering Research Facility (ERF) also work with these b7E 
systems 

General Access Controls 

In addition to the numerous laws, regulations, and policies that influence the operation and modification of all current information technology (IT) 
systems and the development of new ones, the development and operation of the DCS-6000 and the conduct of those personnel who are part of its 
operation, have been, and will continue to be, rigidly controlled by the mandates of United States Code 18, Crimes and Criminal Procedure (i.e., 18 
USC 2510 etseq., 2701 etseq., and 3121 etseq.). Virtually every activity associated with an FBI electronic surveillance operation is performed with 
these requirements firmly in mind. This system and the people who operate it must comply with all the legal requirements that this code stipulates 
for the conduct of every aspect of FBI electronic surveillance operations. Moreover, the system was developed with a set of security policies 
integrated into it that help enforce compliance with those requirements during its operation. Finally, the personnel who participate in the operation 
of the system are closely monitored to ensure they comply with this code. These inherent security components of the DCS-6000 system itself 
and of its operation collectively provide an additional layer of information security that is not present for the operation of most other IT systems 
that handleSBU information. 


Handling 

As an unclassified system,_ Dissemination is tightly 

controlled under Title III of the US Code. All_ 

| [ generated in support of a Title III case are labeled, stored, transported, and transferred according to veiy clearly prescribed and strictly 
enforced Title III procedures. 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

name of system: dcs-6000 FOUO/SBU (added WAM 5/7/0?) 


Access to Title III data is rigidly controlled and governed by the various Title III mandates of U.S Code 18, Crimes and Criminal Procedure. 
Unauthorized access to evidentiary audio files or to the DCS-6000 system is highly unlikely due to the tightly controlled nature of the workplace in 
which Title III operations are conducted. Numerous and varied security measures are in place both physically and electronically to prevent such 
i nappropriate activity. 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAM EOF SYSTEM: DCS-5000 FOIJQ/SB U 


(added WAM 5/ 


6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can 
access the information: 


The DCS-6000 requires that taskforce elements which may be comprised of FBI personnel, other law enforcement personnel, 

be granted access to FBI information because of their unique abilities, skills or knowledge. The same holds truefor linguists, analysts and monitors. 

This is not required for all investigations, but there are instances where the FBI will benefit greatly from their contribution. 


b3 

b7E 


Organizational Affiliation 

All Personnel accessing this system are affiliated with either the FBI or on rare occasions when vendor maintenance is required, JSI personnel. In 
the case of vendor access, all access is escorted. 


Formal Access Requirements 


b3 

b7E 


b3 

b7E 


[ Finally, any mishandling of 

evidentiary files by case participants may compromise the legality of a case and may result in their arrest and punishment according to the laws 
governing such activity. 

On rare occasions, the DCS-6000 Program Manager calls maintenance and asks them to respond to an emergency relating to a system problem at 
one of the field offices. If an FBI representative is asked to respond, the program manager will sign the representative's FD Form 540, Travel 
Request, and notify thefield office of the representative's impending arrival on site. If a contractor technical representative (i.e., JSI) is required to 
perform emergency maintenance on system equipment at afield office, then the program manager would direct the representative to perform the 
maintenance and would notify thefield office of his or her arrival. It is important to note that all system contractor technical representatives 
have undergone and passed FBI limited background investigations and have been authorized to do this work. 


b3 

b7E 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: DCS-6000 FOUO/SBU 


(added WAM 5/ 


Access Controls See (Question 5 above. 

7. Has this system been certified and accredited by the FBI Security Divisions? _X_Yes 

8 Is this system encompassed within an OMB-300? _X_ Yes _No 

(If yes, please attach copy of latest one.) 


No 

Don't Know 


I. Was the system developed prior to April 17, 2003? 

_X_YES (If "yes," proceed to Question 1.) DCS-6000 has been operationalj 

_NO (If "no," proceed to Section II.) 

1. Has the system undergone any significant changes since April 17,2003? 

_YES If "yes," please explain the nature of those changes: 


b3 

b7E 


(Continue to Question 2.) 

_X_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no,"the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required. 
(FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 


II. For systems developed after April 17, 2003. 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: DCS-6000 FOUO/SBU 


(added WAM 5/ 


1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 


(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 


3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no,"the PTA is complete and should besent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for 

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no 
PIA is required. (FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 


III. Full or Sliort-Forni PIA 

1. Is the system a major information system (as listed on OGC's FBINET website)? 

_YES (If "yes," a full PIA is required. PTA is complete.) 

_NO (If "no," please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 

_YES Ashort-form PIA is required. (l.e.,you need only answer Questions 1.1,1.2, 2.1,3.1,4.1,5.1 (if appropriate), 6.2, 6.3, and 8.9 

of the PIA template.) Please note that FBI and DO) reviewing 
officials reserve the right to require completion of a full PIA. (PTA 
is complete—forward with PIA.) 


NO (If "no," a full PIA is required. PTA is complete.) 
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ftLL IMfORM&TIGM CaNrTMNlD 

HSBEIM IS DNCLASSIFIED 

DATE 10-20-2014 BY NSICG/C32W33BS1 

SMIS-FC&A 

FBI Privacy Threshold Analysis (PTA) Cover Sheet (OGC/PCLU (Rev. 07/06/07) 
NAME OF SYSTEM: SMIS-FC&A 


FBI SYSTEM CONTACT PERSON 

FBI C 

>GC/PCLU POC 

Name: 

Name: 



Program Office: 

Phone 



Division: 

Room Number: 7338 

Phone: 




Room Number: 




Date PTA submitted for approval: 





FBI DIVISION APPROVALS. A PIA (and/or PTA) should be prepared/approved by the cognizant program 
management in collaboration with IT, security, and end-user management and OGC/PCLU. (PLAs/PTAs relating 
to electronic forms/questionnaires implicating the Paperwork Reduction Act should also be coordinated with the 
RMD Forms Desk) If the subject of a PTA/PIA is under the program cognizance of an FRIHQ Division, prior to 
forwarding to OGC the PTA/PIA must also be referred to the FBIHQ Division for program review and approval, 
if required by the FRIH Q Division. _ 



Program Division: [insert division name] 

FBIHQ Division:[insert division name] 

Program Manager 

Signature: 

Signature: 

(or other appropriate 

Date signed: 

Date signed: 6/20/08 

executive as Division 

Name: 

Name] 

determines) 

Title: 

Title: Program Manager 

Division Privacy 

Signature: 

Signature: 

Officer 

Date signed: 

Date signed: 6/20/08 


Name: 

Name: 


Title: 

Title: Deputy Assistant Director 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEH Room 7338) 


FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: 
Date Signed: 

6/17/08 


Name: 

David C. Larson 


Title: 

Acting Deputy General Counsel 


Upon final FBI approval, FBI OGC will distribute as follows: 

1 - Signed original to 190-HQ-C1321794 
Copies: 

1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGC\PCLU intranet website 

2 - FBI OCIO / OIPP 1 - PCLU Library 

1 - FBI SecD (electronic copy via e-mail) 1 - PCLU Tickler 

2* - Program Division POC /Privacy Officer 

2*- FBIHQ Division POC /Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 


b6 

b7C 


b6 

b7C 
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SMIS-FC&A 


For efficiency, a system owner or program manager can be aided in making the determination of whether a 
Privacy Impact Assessment (PIA) is required by conducting and following Privacy Threshold Analysis 
(PTA). 

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records 
Management Division (RMD) to identify and resolve any records issues relating to information in the 
system. 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The 
questions are as follows: 

A. General System Description: Please briefly describe: 

1. Type of information in the system: 

The Facilities Certification and Accreditation (FC&A) system is a component of the Security Management 
Information System (SMIS), a multi-year technology initiative employing knowledge management to increase 
the ability of the FBI to develop, analyse, share, manage and store security related data in order to reduce risk 
to people, facilities, operations and information. 

The FC&A wiii be a part of the Automated Facilities Management System (AFMS), a collaboration of efforts 
with the Facilities and Logistics Services Division's (FLSD) Planning, Design and Construction Management 
Unit (PDCMU), an online system that wiii allow specific bureau personnel, with access to FBI Net, to track 
facilities management processes and report on facilities information. 


a. If the system is solely related to internal government operations please provide a brief explanation 
of the quantity and type of employee/contractor information: 

The SMIS FC&A system is used soieiy by FBI’s Security' Division (SecD), Physical Security Unit (PSU) to track 
facilities security certification and accreditation, an internal government operation. The only information in 
the system that identifies individuals consists of the names of FBI facilities security managers. 

2. Purpose for collecting the information and how it will be used: 

The overaii qoais and objectives of this project include the following: _ 

j b7E 


3. The system's structure (including components/subsystems): 

See above response. 

4. Means of accessing the system and transmitting information to and from the system: 

See above response. 

5. Who within FBI will have access to the information in the system and controls for 
ensuring that only authorized persons 

Access to FC&A wiii be controlled by unique user accounts and system roles. Only users assigned to the FBI's 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev 07/06/07) 

NAME OF SYSTEM: [i nsert name] 

Personnel Compliance Unit (PCU), Physical Security Unit (PSU), and FC&A Administrator and ISSO roles will 
have access to u ser account data. Only the Privileged User and system administrators will have access to the 
server's desktop.I 


can access the information: 


b7E 


6. Who outside the FBI will have access to the information in the system and controls for ensuring 
that only authorized persons can access the information: 

N/A. 


7. 

8 . 


Has this system been certified and accredited by the FBI Security Divisions? _X_Yes _No 

Is this system encompassed within an OMB-300? X Yes _No _Don't Know 



(If yes, please attach copy of latest one.) 


H:\SMIS\SMIS OMB 
300\SMIS OMB-300 2 


I. Was the system developed prior to April 17, 2003? 

_YES (If “yes,” proceed to Question 1.) 

X NO (If “no,” proceed to Section II.) 

1. Has the system undergone any significant changes since April 17, 2003? 
_YUS If “yes,” please explain the nature of those changes: 


(Continue to Question 2.) 

_NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil 

Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties 
Office. Unless you are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable 
form about individuals? 

_YIN (If “yes,” please proceed to Question 3.) 

_NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties 

Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. 
Unless you are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and 

Civil Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev 07/06/07) 

NAME OF SYSTEM: [i nsert name] 

and Civil Liberties Office. Unless you are otherwise advised, no PIA is required. 
(FBI and DOJ reviewing officials reserve the right to require a PIA.)) 

_NO (If “no,” go to section III to determine if a full or short-form PIA is required.) 


II. For systems developed after April 17, 2003. 

I. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 

See above response. 


(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

x YES (If “yes,” please proceed to Question 3.) 

_NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties 

Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. 
Unless you are otherwise advised, no PIA is required.) 


3. Is the system solely related to internal government operations? 

x YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

x No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy 

and Civil Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's 
Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA is 
required. (FBI and DOJ reviewing officials reserve the right to require a PIA.)) 

_NO (If “no,” go to section III to determine if a full or short-fonn PIA is required. ) 


III. Full or Short-Form PIA 


1. Is the system a major information system (as listed on OGC's FBINET website)? 


_YES (If “yes,” a full PIA is required. PTA is complete.) 

_NO (If “no,” please continue to question 2.) 

2. Does the system involve routine infomiation AND have limited use/access? 

_YES A short-form PIA is required. (I.e., you need only answer Questions 1.1, 1.2,2.1, 3.1, 4.1, 

5.1 (if appropriate), 6.2, 6.3, and 8.9 
of the PIA template.) Please note 
that FBI and DOJ reviewing 
officials reserve the right to require 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev 07/06/07) 

NAME OF SYSTEM: [i nsert name] 

completion of a full PIA. (PTA is 
complete—forward with PIA.) 


NO (If “no,” a frill PIA is required. PTA is complete.) 
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ALL IMfORM&TIGM CaNrTMNlD 

HSBEIM IS DNCLASSIFIED 

DATE 10-20-2014 BY NSICG/C32W33B91 

FBI Privacy Threshold Analysis (PTA) Cover Sheet (ogc/pclu(R ev. 1 / 17 / 07 ) 


NAME OF SYSTEM: HuraHHO FBI Classified Laptop System 

FBI SYSTEM CONTACT PERSON 

Name: Acting Unit Chief_ 

Program Office: Career Path Unit b6 

Division: Human Resources Division (D-3) b7c 

Phone_ 

Room Number: Room IB-233, Bldg. 9, FBI Academy Quantico 

Date PTA submitted for approval: 05/01/2007 

FBI DIVISION APPROVALS A PSA (ar:d/or PTA) should be prepared/approved bv the cognizant program management in 

col liberation with IT, security, and end-user management and OGC/PCLU. (PI As/PTA s relating to electronic forms/questionnai res implicati ng 
the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk.) If the subject of a PTA/PIA is under the program 


cognizance of an i'-BIHC/ Division, prior to forwarding to OGC the PTA/PIA must also be referred to the F3IHQ Division for program review and 
approval, if required by the FBIHQ Division. 



Program Division: EDSP, HRD 

FBIHQ Division: HRD (D-3) 

Program Manager 

Signature: 

Signature: 

(or other appropriate 

Date signed: 

Date signed: 5/4/07 

executive as Division 

Name: | j 

Name: Timothy D. Cox 

determines) 

Title: Assistant Section Chief 

Title: Section Chief 

Division Privacy Officer 

Signature: 

Signature: 


Date signed: 

Date signed: 5/7/07 


Name: 

Name 


Title: 

Title: HRD Privacy Officer 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEM Room 7338). 

FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: 



Date Signed: 

5/15/07 


Name: 

Patrick W. Kelley 


Title: 

Deputy General Counsel 


Upon final FBI approval, FBI OGC will distribute as follows: 

1 - Original signed copy to 190-HQ-C1321794 
Copies: 


1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 
1 -FBIOCIO 

1 - FBI SecD (electronic copy via e-mail) 

2*- Program Division POC/Privacy Officer 
2*-FBIHQDivision POC/Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 


1 - OGC\PCLU intranet website 
1 - PCLU Library 
1-PCLU Tickler 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: HumRRO FBI Classified Laptop System 

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is 
required by conducting and following Privacy Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows: 

A. General System Description: Please briefly describe: The Human Resources Research Organization (HumRRO) FBI Classified 

Laptop System, accredited to process classified information up to the SECRET level. 

1. Type of information in the system: Non-personally identifiable information consisting of minutes from contractor-held 
focus group meetings with FBI employees who are Subject Matter Experts (SMEs) regarding the tasks performed and the knowledge, 
skills and abilities required in their area of specialization, information generated from the analysis of the results of those meetings, and 
information related to the preparation of reports to the FBI by HumRRO as deliverables under the contracts. 

a. If the system is solely related to internal government operations please provide a brief explanation of the quantity and type of 

employee/contractor information: N/A 

2. Purpose for collectingthe information and how it will be used: The HumRRO contracts (OPM Project Codes: 02EA3TS218 
and 02EA3TS251) provide analysis of multiple job series. The purpose of this analysis is to determine program-specific competencies 
and their associated developmental opportunities. Program-specific competencies reflect specialized knowledge, skills or abilities that 
are required to perform the critical job tasks. For each program-specific competency developed, HumRRO must identify proficiency 
levels, measurable behavioral indicators and related development opportunities. This system is used to record minutes from focus 
groups, analyze the recorded information, and prepare reports for the FBI. The goal is to describe what personnel in various internal FBI 
departments do and how they do it in order to improve training. Each task addresses a different focus group. In addition, the data 
gathered from the questionnaires will be analyzed by a statistical software package to facilitate the identification of the important tasks 
and knowledge-skills-and-abilities (KSAs). Finally, this information system will be used to produce various deliverables associated with 
the generation of the tasks, KSAs, and then ultimately competencies. These deliverables include lists, as well as the final report. 


3. The system's structure (including components/subsystems): 


b7E 


4. Means of accessing the system and transmitting information to and from the system: 


All personnel authorized to use this information system have a security clearance of Secret, at a minimum, and are authorized as having 
need-to-know status. All authorized personnel are HumRRO employees or contractors and are required to have a Secret level security 
clearance, as defined by the project requirements. Each person authorized to access this information system has agreed to the user 
rules of behaviorfor this system. Upon change in access or termination, the specified user's login will be disabled. 


b7E 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: HiemRRQ FBI Classified Laptop System 

I b7E 


5. Who within FBI will have access to the information in the system and controls for ensuring that only authorized persons can 

access the information: Acting Unit Chief | | b6 

b7C 

6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can 

access the information: I I 


7. Has this system been certified and accredited by the FBI Security Divisions? X Yes _No 

EC dated 03/07/2007, file/serial number 319U-HQ-A1487677-SECD-523 

8 Is this system encompassed within an OMB-300? _Yes X No _Don't Know 

(If yes, please attach copy of latest one,) 


L Was the system developed prior to April 17, 2003? 

_YES (If "yes," proceed to Question 1.) 

X NO (If "no," proceed to Section II.) 

1. Has the system undergone any significant changes since April 17, 2003? 

_YES If "yes," please explain the nature of those changes: 

(Continue to Question 2.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: HiemRRO FBI Classified Laptop System 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," afull PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 

approval, and forwarding to DOj's Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA is required. 

(FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if afull or short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 

See A.2 supra 
(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

X _NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 

approval, and forwarding to DOj's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," afull PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for 

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no 
PIA is required. (FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if afull or short-form PIA is required.) 

III. Full or Short-Forni PIA 

1. Is the system a major information system (as listed on OGC's FBINET website)? 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: HuihRRO FBI Classified Laptop System 

_YES (If "yes," a full PIA is required. PTA is complete.) 

_NO (If "no," please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 


YES Ashort-form PIA is required. (l.e.,you need only answer Questions 1.1,1.2, 2.1,3.1,4.1,5.1 (if appropriate), 6.2, 6.3, and 8.9 

of the PIA template.) Please note that FBI and DO) reviewing 
officials reserve the right to require completion of afull PIA. (PTA 
is complete—forward with PIA.) 


NO (If "no," afull PIA is required. PTA is complete.) 
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ALL IMfORM&TIGM CaNrTMNlD 

HSBEIM IS UNCLASSIFIED 

DATE 10-20-2014 BY NSICG/C32W33B91 

FBI Privacy Threshold Analysis (PTA) Cover Sheet (ogc/pclu(R ev. 1 / 17 / 07 ) 


NAME OF SYSTEM: 


b7E 


FBI SYSTEM CONTACT PERSON 

Name: 


Program Office: OCIO 
Division: IT Operations 

Phone: 


b6 

b7C 


Room Number: 1334 
Date PTA submitted for approval: 


1/30/2007 


FBI DIVISION APPROVALS A PIA (and/or PTA) should be prepared/apprcved by the cognizant program management in 
collaboration with IT, security, and end-user management and OGC/PCLU. (PIAs/PTAs relating to electronic forms/questionnaires Smplicating 

the Paperwork Reduction Act should also he coordinated with the RMD Forms Desk) If the subject of a PTA/PIA is under the program 
cognizance of an FBIHQ_ Division, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIHQ_Division for program review and 
approval, if required by the FBiHQ Division. 



Program Division: 

FBIHQDivisiondT Operations 

Program Manager 
(or other appropriate 

executive as Division 

determines) 

Signature: 

Date signed: 

Name: 

Title: 

Signature: 

Date signed: 01/31/2007 

Name: 



Title: IT Specialist 

Division Privacy Officer 

Signature: 

Signature: 


Date signed: 

Date si 

gned: 01/31/2007 


Name: 

Name[ 



Title: 

Title: Asst. Section Chief 


b6 

b7C 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JKH Room 7338). 


FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: 



Date Signed: 

2/20/07 


Name: 

Patrick W. Kelley 


Title: 

Deputy General Counsel 


Upon final FBI approval, FBi OGC will distribute as follows: 

1 - Original signed copy to 190-HQ-C1321794 
Copies: 


1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 
1 - FBI OCIO 

1 - FBI SecD (electronic copy via e-mail) 

2* - Program Division POC /Privacy Officer 
2*- FBIHQDivision POC/Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 


1 - OGC\PCLU intranet website 
1 - PCLU Library 
1-PCLU Tickler 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: I 


b7E 


For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is 
required by conducting and following Privacy Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows: 

A. General System Description: Please briefly describe: 

1. Type of information in the system: 

a. If the system is solely related to internal government operations please provide a brief explanation of the quantity and lype of 
employee/contractor information: 


2. Purpose for collecting the information and how it will be used: 


3. The system's structure (including components/subsystems): 



5. Who within FBI will have access to the information in the system and controls for ensuring that only authorized persons can 
access the information: 


6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can 
access the information: 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: I 


b7E 


7. Has this system been certified and accredited by the FBI Security Divisions? _X_Yes 

8 Is this system encompassed within an OMB-300? _Yes _X_No 

(if yes, please attach copy of latest one.) 

Was the system developed prior to April 17, 2003? 

_YES (If “yes," proceed to Question 1.) 

_X_ NO (If "no," proceed to Section II.) 

1. Has the system undergone any significant changes since April 17,2003? 

_YES If "yes," please explain the nature of those changes: 

(Continue to Question 2.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGCs Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required. 
(FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 

For systems developed after April 17, 2003. 


No 

Don't Know 
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FBI PRIVACY THRESHO LD ANALYSIS (PTA) 
NAME OF SYSTEM: 


b7E 


1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 

(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

_YES (If 'yes," please proceed to Question 3.) 

_X_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 
forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 


3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no,"the PTA is complete and should besentto FBI OGC's Privacy and Civil Liberties Unit (PCLU)for 

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no 
PIA is required. (FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 


III. Full or Short-Form PIA 

1. Is the system a major information system (as listed on OGC's FBINET website)? 

_YES (If "yes," a full PIA is required. PTA is complete.) 

_NO (If "no," please continue to question 2.) 

2. Does the system involve routine information AN D have limited use/access? 

_YES Ashort-form PIA is required. (l.e.,you need only answer Questions 1.1,1.2, 2.1,3.1,4.1,5.1 (if appropriate), 6.2, 6.3, and 8.9 

of the PIA template.) Please note that FBI and DOJ reviewing 
officials reserve the right to require completion of a full PIA. (PTA 
is complete—forward with PIA.) 


NO (If "no," a full PIA is required. PTA is complete.) 
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ftLL IMfORM&TIGM CaNrTMNlD 

HSBEIM IS UNCLASSIFIED 

DATE 10-20-2014 BY NSICG/C32W33B91 

FBI Privacy Threshold Analysis (PTA) Cover Sheet (ogc/pclu(R ev. 1 / 17 / 07 ) 


NAME OF SYSTEM: Sensitive Compartmented Information Operational Network (SOON) 


FBI SYSTEM CONTACT PERSON 

Name: 

Program Office: SCION 

Division: IT Operations 

Phone: _ 

Room Number: FBIHQ642I 

Date PTA submitted for approval: April 30, 2007 

FBI DIVISION APPROVALS A PI A (anci/or PTA) should be prepared/approved by the cognizant program management in 
collaboration with IT. security, and end-user management and OGC/PCLU. (PiAs/PTAs relating to electronic forms/questionnaires implicating 


the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk.) If the subject of a PTA/PIA is under the program 
cognizance of an FRIHQDivision, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIHQ Division for program review and 
approval, if required by the FBINQ Division. 



Program Division: Directorate of Intelligence 

FBI HQ Division: iT Operations 

Program Manager 
(or other appropriate 

executive as Division 

determines) 

Signature: 

Date signed: 

Name: 

Title: 

Signature: 

Date signed: 4/27/2007 

Name: 

Title: Chief, Telecom. Services Unit 

Division Privacy Officer 

Signature: 

Date signed: 

Name: 

Title: 

Signature: 

Date signed: 

Name: 

Title: 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEM Room /338), 

FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: 

Date Signed: 4/30/2007 

Name: Patrick W. Kelley 

Title: Deputy General Counsel 




Upon final FBI approval, FBi OGC will distribute as follows: 

1 - Original signed copy to 190-HQ-C1321794 
Copies: 

1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGC\PCLU intranet website 

1 - FBI OCIO 1 - PCLU Library 

1 - FBI SecD (electronic copy via e-mail) 1 - PCLU Tickler 

2* - Program Division POC /Privacy Officer 
2*- FBIHQDivision POC/Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: SCION 

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is 
required by conducting and following Privacy Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows: 

A. General System Description: Please briefly describe: 

SCION is the FBI enterprise network for processing, transmitting, and storing information at the TS/SCI level The 
infrastructure employs augmented security measures, enforced user accountability, and enhanced information assurance 
methodology* SCION connects the FBI to the rest of the United States Government Intelligence Community (1C) through a 



1. Type of information in the system: 

SCION is part of the architecture of the FBI that is employed by authorized users to access and exchange classified intelligence 
information. Users may create and store documents related to counter intelligence and counter terrorism activities. 

a. If the system is solely related to internal government operations please provide a brief explanation of the quantity and type of 
employee/contractor information: 

The only personally identifiable information stored in the system are lists of authorized users, their passwords, and their 
clearance levels. These data are used to authorize logins to the system and ensure that users are only permitted access to 
Information they are authorized to see. 

2. Purpose for collecting the information and how it will be used: 

The intelligence Information accessed and collected by SCION users is used to identify potential threats to the security of the 
United States and develop counter terrorism and counter intelligence plans and strategies. User information is stored for 
enforcing access rules and tor oversight and auditing purposes 

3. The system's structure (including components/subsystems): 

I I b7E 


4. Means of accessing the system and transmitting information to and from the system: 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: SCION 

SCION users must have TS/SCI clearances and must he trained prior to being given access to the system. Each user has a 
unique user ID and password that must be entered in order to gain access to the system. 


5. Who within FBI will have access to the information in the system and controls for ensuring that only authorized persons can 
access the information: 


FBI agents, intelligence analysts, and other authorized FBI personnel and contractors with TS/SCI clearances may be granted 
access to SCION. Each user has a unique User ID and password that must be changed in accordance with FBI policy. The 

b7E 


6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can 
access the information: 


Authorized personnel from other Governmental Agencies and other members of the US intelligence Community may be 
granted access to SCION. All of these external users must have TS/SCI clearances and must complete SCION user training 
and security briefings before being given access to the system. Each user has a unique User ID and password that must be 


changed in accordance with FBI policy. 





7. Has this system been certified and accredited by the FBI Security Divisions? _X_Yes _No 

8 Is this system encompassed within an OMB-300? __X Yes _No _Don't Know 

(If ves, please attach copy of latest one.) 


I. Was the system developed prior to April 17, 2003? 

_X_ YES (If "yes," proceed to Question 1.) 

_ NO (If "no," proceed to Section II.) 

1. Has the system undergone any significant changes since April 17,2003? 

_X_YES If "yes," please explain the nature of those changes: 

Since initial deployment the system has been expanded for use throughout the FBI, its Field Offices, Resident Agencies and Legal Attaches in 
order to provide an integrated, centralized network that interconnects and consolidates access to all TS/SCI networks and related databases throughout the FBI. 


(Continue to Question 2.) 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: SCION 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_X_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) The only exception to this 

is, of course, as use has expanded, information about users has also expanded. 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no,"the PTA is complete and should besent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required. 
(FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 


II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 

(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and 

forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," afull PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: SCION 

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unless you are otherwise advised, no 

PIA is required. (FBI and DO) reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 

III. Full or Short-Form PIA 

1. Is the system a major information system (as listed on OGC's FBINET website)? 

_YES (If "yes," a full PIA is required. PTA is complete.) 

_NO (If "no," please continue to question 2.) 

2. Does the system involve routine information AN D have limited use/access? 

_YES A short-form PIA is required. (l.e.,you need only answer Questions 1.1,1.2, 2.1,3.1,4.1,5.1 (if appropriate), 6.2, 6.3, and 8.9 

of the PIA template.) Please note that FBI and DO) reviewing 
officials reserve the right to require completion of afull PIA. (PTA 
is complete—forward with PIA.) 

_NO (If "no," afull PIA is required. PTA is complete.) 
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ALL IMfOKMfeTIOQHf CGETTAINED 

HEREIN IS UNCLASSIFIED 1 

DATE 10-22-2014 BY NSICG/C32W33BS1 

Privacy Threshold Analysis 

for the 

Automated Case Support (ACS) Application 

Federal Bureau of Investigation 
Contact Point 


Information Technology Operations Division 

(ITOD) 


Reviewing Official: 
Patrick W. Kelley, 

Senior Privacy Official 
Office of the General Counsel 
Federal Bureau of Investigation 
Department of Justice 
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Automated Case Support (ACS) Application 


Privacy Threshold Analysis 

For efficiency, a system owner or program manager can be aided in making the 
determination of whether a PIA is required by conducting and following Privacy 
Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a 
basic system description. The questions are as follows'- 


I. Was the system developed prior to April 17, 2003? 
YES 



(If the answer is “yes” proceed to Question 1.) 

(If the answer is “no”, proceed to Section II.) 

1. Has the system undergone any significant changes 1 since April 17, 2003? 

YES 
NO 



1 "Significant Changes" are defined as changes which create new privacy 
risks, such as, converting paper-based records to electronic systems! changing 
anonymous information into information in identifiable form! new uses of an IT 
system, including application of new technologies, significantly change how 
information in identifiable form is managed in the system! merging, 
centralizing, or matching databases that contain information in identifiable 
form with other databases, or otherwise significantly manipulating such 
databases! newly applying any user-authenticating technology to an electronic 
information system that is accessed by members of the public! systematically 
incorporating into existing information systems databases of information in 
identifiable form that are purchased or obtained from commercial or public 
sources! working with another agency or agencies on shared functions that 
involving significant new interagency uses or exchanges of information in 
identifiable form! altering a business process that results in significant new 
uses or disclosures of information or the incorporation into the system or 
addition items of information in identifiable form! or adding new information in 
identifiable form, the character of which raises the risks to personal privacy (for 
example, adding health or financial information). 
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Automated Case Support (ACS) Application 


(If “yes,” please continue to Question 2.) 

(If “no,” the PTA is complete and should be sent to your component’s Senior 
Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.) 

2. Do the changes involve the collection, maintenance, or dissemination of 
information in identifiable form about individuals? 

| | YES 

□ NO 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your component’s Senior Privacy Officer if the system is a non-MIS 
or the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 2 
See page 6 of the PIA Manual. 

Cj yes 

□ N0 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 


2 When a PIA is NOT Required: No PIA is required where information relates 
to internal government operations; has been previously assessed under an evaluation 
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would 
not be required: For government-run websites, IT systems, or collections of information 
to the extent that they do not collect or maintain information in identifiable form about 
members of the general public or where the information pertains to government 
personnel, contractors, or consultants; for government-run public websites where the user 
is given the option of contacting the site operator for the limited purposes of providing 
feedback or obtaining additional information; when all elements of a PIA are addressed in 
a matching agreement governed by the computer matching provisions of the Privacy Act 
of 1974; when all elements of a PIA are addressed in an interagency agreement permitting 
the merging of data for strictly statistical purposes and the resulting data is protected 
under Title V of the E-Government Act. of 2002; when developing IT systems or 
collecting non-identifiabie information for a discrete purpose, not involving matching 
with or retrieval from other databases that generate information in identifiable form; and 
for minor changes to a system or collection that do not create new privacy risks. 
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Automated Case Support (ACS) Application 

Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail and proceed to 
Question 2.) 


2. Does the system collect, maintain or disseminate information in identifiable 
form about individuals? 

□ YES 

□ NO 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your components Senior Privacy Officer if the system is a non-MIS or 
the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 

See page 6 of the PIA Manual. 

| | YES 

□ NO 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 
Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 


- 4 - 


EPIC-360 



Automated Case Support (ACS) Application 
III. Full or Short'Form PIA 


1. Is the system a major information system? 

| | YES 

□ NO 

(If “yes”, a full PIA is required.) 

(If “no”, please continue to question 2.) 


2. Does the system involve routine information AND have limited use/access? 
Please explain what type of information is collected and the access provided. 
Please note that the reviewing official has the right to require the component 
complete a full PIA. 



YES (Please explain what type of information is collected and the 
access provided. 


«ADD ANSWER HERE» 


If “yes”, a short-form PLA is required. You need only answer 

Questions 1.1, 1.2, 2.1, 3.1,4.1, 5.1 (if appropriate), 6.2, 6.3, 
and 8.9. 


□ 

complete 


NO (If “no”, a full PIA is required. In the interim, you must 
a short form PIA. A full PIA will be required at a later date) 
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Automated Case Support (ACS) Application 

Please note: If any significant changes are made to the application a 
new PTA should be completed. 


Approval Signature Page: 




Patrick W. Kelley 

^Senior Privacy Official, Office of the General Counsel, Federal Bureau of 
Investigation 
Department of Justice 
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Privacy Threshold Analysis 

for the 
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Federal Bureau of Investigation 
Contact Point 
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Information Technology Operations Division 

(ITOD) 
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Reviewing Official: 
Patrick W. Kelley, 

Senior Privacy Official 
Office of the General Counsel 
Federal Bureau of Investigation 
Department of Justice 
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Privacy Threshold Analysis 

For efficiency, a system owner or program manager can be aided in making the 
determination of whether a PIA is required by conducting and following Privacy 
Threshold Analysis (PTA). 


A PTA contains basic questions about the nature of the system in addition to a 
basic system description. The questions are as follows : 


I. 


Was the system developed prior to April 17, 2003? 



YES 



(If the answer is “yes” proceed to Question 1.) 
(If the answer is “no”, proceed to Section II.) 


1. Has the system undergone any significant changes 1 since April 17, 2003? 



YES 

NO 


1 "Significant Changes" are defined as changes which create new privacy 
risks, such as, converting paper-based records to electronic systems! changing 
anonymous information into information in identifiable form! new uses of an IT 
system, including application of new technologies, significantly change how 
information in identifiable form is managed in the system! merging, 
centralizing, or matching databases that contain information in identifiable 
form with other databases, or otherwise significantly manipulating such 
databases! newly applying any user-authenticating technology to an electronic 
information system that is accessed by members of the public! systematically 
incorporating into existing information systems databases of information in 
identifiable form that are purchased or obtained from commercial or public 
sources! working with another agency or agencies on shared functions that 
involving significant new interagency uses or exchanges of information in 
identifiable form! altering a business process that results in significant new 
uses or disclosures of information or the incorporation into the system or 
addition items of information in identifiable form! or adding new information in 
identifiable form, the character of which raises the risks to personal privacy (for 
example, adding health or financial information). 
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(If “yes,” please continue to Question 2.) 

(If “no,” the PTA is complete and should be sent to your component’s Senior 
Privacy Officer if the system is a non*MIS or the PCLO if it is a MIS.) 

2. Do the changes involve the collection, maintenance, or dissemination of 
information in identifiable form about individuals? 

I I YES 

□ NO 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your component’s Senior Privacy Officer if the system is a noirMIS 
or the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 2 
See page 6 of the PIA Manual. 

LH YES 

□ N0 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 

2 When a PIA is NOT Required: No PIA is required where information relates 
to internal government operations; has been previously assessed under an evaluation 
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would 
not be required: For government-run websites, IT systems, or collections of information 
to the extent that they do not collect or maintain information in identifiable form about 
members of the general public or where the information pertains to government 
personnel, contractors, or consultants; for government-run public websites where the user 
is given the option of contacting the site operator for the limited purposes of providing 
feedback or obtaining additional information; when all elements of a PIA are addressed in 
a matching agreement governed by the computer matching provisions of the Privacy Act 
of 1974; when all elements of a PIA are addressed in an interagency agreement permitting 
the merging of data for strictly statistical purposes and the resulting data is protected 
under Title V of the E-Govemment Act of 2002; when developing IT systems or 
collecting non-identifiable information for a discrete purpose, not involving matching 
with or retrieval from other databases that generate information in identifiable form; and 
for minor changes to a system or collection that do not create new privacy risks. 
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Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail and proceed to 
Question 2.) 


2. Does the system collect, maintain or disseminate information in identifiable 
form about individuals? 

EH YES 
EH NO 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your components Senior Privacy Officer if the system is a non-MIS or 
the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 

See page 6 of the PIA Manual. 

|~| YES 

□ NO 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 
Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 
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III. Full or Short-Form PIA 

1. Is the system a major information system? 

| | YES 

□ NO 

(If “yes”, a full PIA is required.) 

(If “no”, please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 
Please explain what type of information is collected and the access provided. 
Please note that the reviewing official has the right to require the component 
complete a full PIA. 

YES (Please explain what type of information is collected and the 
access provided. 

«ADD ANSWER HERE» 

If “yes”, a short-form PIA is required. You need only answer 

Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2,6.3, 
and 8.9. 

NO (If “no”, a full PIA is required. In the interim, you must 
a short form PIA. A full PIA will be required at a later date) 


□ 


□ 

complete 
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Responsib le Official: 

b6 
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(#/iy/b «Sign Date» 
Federal Bur^d of Investigation 
Department of Justice 
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Please note: If any significant changes are made to the application a 
new PTA should be completed. 


Approval Signature Page: 



J ^Patrick W. Kelley 

// ' Senior Privacy Official, Office of the General Counsel, Federal Bureau of 
Investigation 
Department of Justice 
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ALL INFOKM&TIQN raHTAINED 
HEBEIN IS UNCLASSIFIEU 
DATE 10-21-2014 BY NSICG/C32W33B91 

SENSITIVE BET IINCLASiIEIED®m4»l 
FBI Privacy Tlsrosholb Analysts (PTA) C< 
NAME OF SYSTEM: SiPENBT TO THE DESKTOP 


{00C9CIJU (M i&Mm) 


\ Room Number: IB964 


1 D^ri^ad from; 

1 SYSTI 

i:m poc 

FBI OGOIHCLU POC 

| clfieri By? 

| Name: 


| Name: 


! Season; 

| Ptognr 

m Office: N 

£ 

X- 

:U | Phone: 


I Declassify Qxx.$ 

| DIvlak: 

m: ITOD 

1 Room ■ 

Nbmher: 7338 

1 

| Phone:! 





\b6 

\b7C 


FBI BIVISION AFBROVALS, A FIA (aad/or FTA) sh#ld be pwpared/appmved by Ac cognift&t program 
management in collaboration with 09. security, and. end-user management and OGC/BC1XL (FlAs/PTAs 
relating to eksdromc tbriip^estidnnalreg implicating the Paperwork Reduction Act should also be eootriliilsd 
■with the RMD Forms Desk,) If the subject of a. FTA/PIX is under the program eognleance of an FBIHQ 
Division, prior to forwarding to CXIC the PTA/PlA must also be refes^ed to the FBIHQ .Division for program 
review and approval. If required by the FBIHQ Division.. 

| Program Division: [HOD] 


Program Manager 


1 Signature:! 






(or other appropriate j Date & umod - & /&/A >c 

Isocuiive as Division I Name: 


t \:vfv: It i ,v: An: 


I Title: NEU Unit Chief 


FBIHQ Division .'[Insert, division name] \ 

Signature: 

| Date signed: 

:| Name: 

! Title: 


Division Privaev 


Officer 


\ Signature: 

I Date signed 


l Name: 


] 


Title: DPO Room# 99! iPhone 


| Signature: 

| Date signed; 
| Name: 

1 Title: 


Upon Division, approval* forward signed bard copy plus electronic copy to OOC/PCIJo (IBH Room 7338), 
: FINAL FBI APFEOVALI 


FBI Privacy and Civil Liberties Officer 


Signature: 
Date Signed.: 
Name; 

Title: 


Upon final FBI approval, FBI OGC will distribute as follows: 
1 - Signed original to I90-HQ-C1321794 
Copies: 


Jepnfy General Counsel 


i - DCii Privacy and Chut Liberties Ofbce-Mam Justice. Room 4259 1 y OOCIPCLD Ithranet website. 


2 - FBI OCR) / OIPF 
1 ~ FBI SecD (eieeiromc copy via e-mail) 

2* - 'Program Division FOG /Privacy Officer 
2*- FBIHQ Division POC /Privacy Officer 

ffiplease reproduce as needed for Program/Division filets)) 


I - PCLO OC 
I - FCLU Library 
I - POLO Udder 


g SENSITIVE BUT IINCLASSIFIIIMRJSTJEFWt 
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mi .PRIVACY TBRESI IOLI) ANALYSIS (Fl'Ai 
NAME OF ST&WK: SIMNET TO THE DESKTOP (SU'D) 

For efficiency, a system owner or pmgram manager cm be aided in making the determination of whether 
a Privacy Impact Assessment (PIA) Is required by conducting mi following Privacy Threshold Analysis 
(PTA), ’ 


Records ms 
die system. 


A FT A contains basic questions about the nature of the system in addition to a basic system description. 
The question - are as follows: 

A, General System Beseription: Please briefly describe; 

1, Type of Information in the system; This system Is used eurrenilv for web browsing and email 
No privacy mformatioais collected or stored; it is a minor service under FBINet General 
Support System. 

2. Purpose for collecting the Information and how It will be used; System. does sot collect or sloe 
privacy mfomutiiors. 


3. The system’s structure (mduding. componentsAubavstemsltf 


4. Means of accessing the system and transmitting information to and from the system; Any over 
with FBlNct access has access to STTD services, it is simply a service within FBINei. 

5, Who wlthm FBI will ‘have access to the information in the system and controls lor ensuring 
that only aitfoonzco. persons can access the Information: See answer to previous question, 

b.. Who outside the FBI. will have access to the information in the- system and controls for ensuring 
that only authorised persons can access the information: No users.outside authorised FBINet 
users. 


?.. Has this system been certified and accredited by the FBI Security Divisions? x Yes 

S Is this system encompassed within an C)MB-3(K)? Yes x No 

(If yes, please attach. copy of latest one,) 


NO 




SENSITIVE BUT U^C:L4SSIFIIBTO||JIIi^ 
FBI PRIVACY THRESHOLD ANALYSIS (YTA) 

N AME OF SYSTEM: SEPRNET TO THE DESKTOP (SU'D) 


x.NO (If "'mx” proceed to Section: 0 .) 

!. ftp the system undergone any significant changes since April I ?* 2003? 
YES Ifofoe*? ’ please explain tie nature- of those changes: 


(Continue to. Question 2.) 

NO (If : foo, v: the PTA is complete and should he sent to FBI OCICs Privacy sod Civil Liberties 
Oust (PCLll) for review, approval and forwarding to DOIT Privacy and Civil Liberties Office. Unless 
you are otherwise advised, no PIA is required.) 

2. Do- the chauges involve the ml lection, maintenance, or dissemination of information in Ideufiilubk 
form shout individuals? 

_YES (If foms, ” please proceed to (Question 3>) 

.NO (If Atop - the PTA Is complete and should he sent to FBI OGCs Privacy and Civil Liberties. 

Unit (PCLO) for review, approval, and forwarding to DOTs Privacy and Civil Liberties Office. Unless 
you are otherwise advised, no PIA Is required) 

3 . Is the system solely related-to internal government doerstions? 


YES If foes," is this a Major Information System (as listed on OCICs FBINET wehsite)?; 


_Yes.. (If foes," a fall PIA is required. PTA. is complete.) 

.No. (if fomfo the PTA is complete and should i| sent to FBI OGCs Privacy 

and Civil Liberties Unit (PCLD) for review, approval, and fotwfodmg to DOIT 
Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA b 
required.. (FBI and DOI reviewing officials reserve the right to require a PIA.)) 

NO (If fosofo go fo section III hr- determine if a full or shorf-form PIA A see aired) 


for systems developed after April 17,3;§®A 


I. What is the purpose of the system? (Answer in detail unless details already provided in A, 2 above); 


bee A. 2 above. 


(Continue to Question 2.) 


2. Does the .system collect, maintain or dbsennnate information us identifiable form about individuals? 
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mmnmu but untt rtFtvt^oii ur r it ■ ^ 

Elf PRIVACY THRESHOLD ANALYSIS (PTA) 

N AME OF SYSTEM: SiPRNET TO THE DESKTOP (STTD) 

.YES (If foresfo please proceed to Question 3,) 

x.NO (If *80,” t'M; PTA Is. complete and should be. seat to FBI OQC's Privacy gad Civil 

Liberties- Unit (PCLU) for review, approval, and forwarding to DOT# Privacy and Civil liberties 
Office. (Mesa you are otherwise advised. no PIA Enquired,) 

System, does not store or collect privacy information, It Is juste email and 
web browsing: service at the desktop, 

3,: la the system solely related to internal, government operations? 

_YES If "yes,? E this a Major Information System (as hated on 06Cs FBINET website)?: 

_Yes. (IfoVesT a full PIA is required,. PTA Is complete.) 

_No. (If “oof 5 the. PTA is complete and should he sent to FBI OOCs Privacy 

nod Civil Liberties Unit (PCLD) for review.. approval, and forwarding to DOFs 
Privacy end Civil Liberties Office.. Unless you arc otherwise adviced, no PIA is 
required. (FBI and DOJ reviewing officials reserve the right to require a. PIA,)) 

.NO (If Ak>C goto section III to determine if s full or short-fbrat PIA Is required.) 

Ill, Full on FfontAforro PIA 

1, Is foe system a. major information system (as listed on OGC‘s FB1NET website s? 

YES (if ‘foes?* a full PIA is required. PTA incomplete.) 

_NO (If ‘ipb,” please continue to question 2,} 

2. Does the system involve routine information .AND have limited use/aecessf 

.V ES A. short-forar PIA Is: required, (Le,, you need only answer Questions 1J, 1.2, :2.1,3.1., 

4.1, 5.1 (if appropriate), 6.2. 6.3, and S,9 of foe PIA template,.) Please note that FBI. and 
DOJ reviewing officials reserve the right to require completion of a foil PIA. (PTA Is 
comple#*--forward with PIA,) 

.NO (If fo:3o? J a full PIA is required, PTA is eomotete.) 











DIELfiSSIFIED BY NSICG/C32W33BS1: 
□W 02-04-2015 


(OGC/PCLU Rev. 05/22/07) 

FBI Privacy Threshold Analysis (PTA) Cover Sheet 

NAME OF SYSTEM: I I 


FBI SYSTEM CONTACT PERSON 

FBI OGC/PC 

Name: 

Phone: 

LU POC 

Name: 

Program Manager: 


Division: STAO 

Unit: CEU 

Phone: 

Date PTA submitted for approval: 8/22/2007 

Room Number: 

LX-1 3S-126 


FBI DIVISION APPROVALS. A PIA (and/or PT A) should he prepared/approved by the 
cognizant program management in collaboration with IT, security, and end-user management and 
OGC/PCLU. (PIAs/PTAs relating to electronic forms/questionnaires implicating the Paperwork 
Reduction Act should also he coordinated with the RMD Forms Desk.) If the subject of a PTA/PIA. is 
under the program cognizance of an FBIHQ Division, prior to forwarding to OGC the PT A/PIA must 
also he referred to the FBIHQ Division for program review and appro val, if required by the FBIHQ 
Division. 



Program Division: 

[insert division name] 

FBIHQ Division: Special Technologies 
and Applications Office 
(STAO) 

Program Manager 
(or other appropriate 
executive as Division 
determines) 

Signature: 

Date signed: 

Name: 

Title: 

Signature: /s/ 

Date signed: 8/22/2007 

Name: 

Title: Dep. Asst. Dir. 

Division Privacy 

Officer 

Signature: 

Date signed: 

Name: 

Title: 

Signature: /s/ 

Date signed: 8/22/2007 

Name: 

Title: SSA 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/Privacy and Civil 
Liberties Law Unit (JEH Room 7338). 


FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties 

Signature: /s/ 


Officer 

Date Signed: 8/23/2007 


Name: 

David C. Larson 


Title: 

Acting Deputy General Counsel 


Upon final FBI approval, FBI OGC will distribute as follows: 

1 - Signed original to 190-HQ-C1321794 
Copies to: 
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FBI PRIVACY THRESHOL D AN ALYSIS (F TA 
NAME OF SYSTEM: _ 
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1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGCYPCLU intranet website 

1 - FBI OCIO * 1 - PCLU Library 

1 - FBI SecD (electronic copy via e-mail) 1 - PCLU Tickler 

2*- Program Division POC /Privacy Officer 
2*- FBIHQ Division POC /Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 

For efficiency, a system owner or program manager can be aided in making the determination of whether a 
Privacy Impact Assessment (PIA) is required by conducting and following Privacy Threshold Analysis 
(PTA)~ 

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records 
Management Division (RMD) to identify and resolve any records issues relating to information in the 
system. 

A PTA contains basic questions about the nature of the system in addition to a basic system description. 
The questions are as follows: 


A. General System Description: Please briefly describe: 



a. If the system is solely related to internal government operations please 
provide a brief explanation of the quantity and type of employee/contractor 
information: n/a 


(U/FpE£0j 2. Purpose for collecting the information and how it will be used: n/a 
(U/P£34if23 3. The system's structure (including components/subsystems): 
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FBI PRIVACY THRE SHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: 


b3 

b7E 


gj/E^ffOC_4. Means of accessing the system and transmitting information to and from the 


system: 


5. Who within FBI will have access to the information in the system and controls 
for ensuring that only authorized persons can access the information? See applicable PIAs and 
updates. 


(U/FDHdJ 6. Who outside the FBI will have access to the information in the system and 
controls for ensuring that only authorized persons can access the information? See applicable 
PIAs and updates. 


7. Has this system been certified and accredited by the FBI Security Division? 
x^Yes ^ No 

8. Is this system encompassed within an OMB-300? _x_Yes _No _Don't 

Know (Please attach copy of latest one.) 


I. Was the system developed prior to April 17, 2003? 

_YES (If “yes,” proceed to Question 1.) 

x NO (If “no,” proceed to Section II.) 

1. Has the system undergone any significant changes since April 17, 2003? 

_YES If “yes,” please explain the nature of those changes: 

(Continue to Question 2.) 

_NO (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative 

Law Unit for review, approval, and forwarding to DOJ’s Privacy and Civil 
Liberties Office. Unless you are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of infonnation in 
identifiable form about individuals? 

_YES (If “yes,” please proceed to Question 3.) 

_NO (If “no,” the PTA is complete and should be sent to FBI OGC’s Administrative 
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FBI PRIVACY THRES HOLD ANALYSIS £PTA) 

NAME OF SYSTEM: | 

Law Unit for review, approval, and forwarding to DOJ’s Privacy and Civil 
Liberties Office. Unless you are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," please provide a brief explanation of a) the purpose of the system, and b) 

quantity and type of employee/contractor information: 

_ NO (If the answer to Question 3 is “no” go to subsection III to determine if a full or 

short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail and proceed to Question 2.) 
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2. Does the system collect, maintain or disseminate information in identifiable form about 

individuals? 

_ YES (If “yes,” please proceed to Question 3.) 

__x _ NO (If “no,” the PTA is complete and should be sent to FBI OGC’s Administrative Law 

Unit for review, approval, and forwarding to DOJ’s Privacy and Civil Liberties 
Office. Unless you are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_ YES If "yes," please provide a brief explanation of a) the purpose of the system, and b) 

quantity and type of employee/contractor information: 

_ NO (If “no,” go to section III to determine if a full or short-form PIA is required.) 

III. Full or Short-Form PIA 

1. Is the system a major information system (as listed on OGC’s FBINET website)? 

_ YES (If “yes,” a full PIA is required. PTA is complete.) 
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_ NO (If “no,” please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 

_ YES If "yes, please explain what type of information is collected and the access 

provided: 

A short-form PIA is required. (I.e., you need only answer Questions 1.1, 1.2, 2.1, 
3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, and 8.9 of the PIA template.) Please note 
that FBI and DOJ reviewing officials reserve the right to require completion of a 
frill PIA. (PTA is complete - forward with PIA.) 

_ NO (If “no,” a frill PIA is required. PTA is complete.) 
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HEjREIH IS UNCLASSIITIED : 
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Privacy Threshold Analysis 

for the 
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Federal Bureau of Investigation 
Contact Point 


Information Technology Operations Division 

(ITOD) 
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Reviewing Official: 
Patrick W.. Kelley, 

Senior Privacy Official 
Office of the General Counsel 
Federal Bureau of Investigation 
Department of Justice 
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Privacy Threshold Analysis 

For efficiency, a system owner or program manager can be aided in making the 
determination of whether a PLA is required by conducting and following Privacy 
Threshold Analysis (PTA). 


A PTA contains basic questions about the nature of the system in addition to a 
basic system description. The questions are as follows: 


I. 


Was the system developed prior to April 17, 2003? 



YES 



(If the answer is “yes” proceed to Question 1.) 

(If the answer is “no”, proceed to Section II.) 

1. Has the system undergone any significant changes 1 since April 17, 2003? 



YES 

NO 


1 "Significant Changes" are defined as changes which create new privacy 
risks, such as, converting paper-based records to electronic systems! changing 
anonymous information into information in identifiable form! new uses of an IT 
system, including application of new technologies, significantly change how 
information in identifiable form is managed in the system! merging, 
centralizing, or matching databases that contain information in identifiable 
form with other databases, or otherwise significantly manipulating such 
databases! newly applying any user-authenticating technology to an electronic 
information system that is accessed by members of the public! systematically 
incorporating into existing information systems databases of information in 
identifiable form that are purchased or obtained from commercial or public 
sources! working with another agency or agencies on shared functions that 
involving significant new interagency uses or exchanges of information in 
identifiable form! altering a business process that results in significant new 
uses or disclosures of information or the incorporation into the system or 
addition items of information in identifiable form! or adding new information in 
identifiable form, the character of which raises the risks to personal privacy (for 
example, adding health or financial information). 
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(If “yes,” please continue to Question 2.) 

(If “no,” the PTA is complete and should be sent to your component’s Senior 
Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.) 

2. Do the changes involve the collection, maintenance, or dissemination of 
information in identifiable form about individuals? 

| | YES 

□ NO 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your component’s Senior Privacy Officer if the system is a non-MIS 
or the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 2 
See page 6 of the PIA Manual. 

LH YES 

□ N0 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 


2 When a PIA is NOT Required: No PIA is required where information relates 
to internal government operations; has been previously assessed under an evaluation 
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would 
not be required: For government-run websites, IT systems, or collections of information 
to the extent that they do not collect or maintain information in identifiable form about 
members of the general public or where the information pertains to government 
personnel, contractors, or consultants; for government-run public websites where the user 
is given the option of contacting the site operator for the limited purposes of providing 
feedback or obtaining additional information; when all elements of a PIA are addressed in 
a matching agreement governed by the computer matching provisions of the Privacy Act 
of 1974; when all elements of a PIA are addressed in an interagency agreement permitting 
the merging of data for strictly statistical purposes and the resulting data is protected 
under Title V of the E-Govemment Act of 2002; when developing IT systems or 
collecting non-identifiable information for a discrete purpose, not involving matching 
with or retrieval from other databases that generate information in identifiable form; and 
for minor changes to a system or collection that do not create new privacy risks. 
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Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail and proceed to 
Question 2.) 


2. Does the system collect, maintain or disseminate information in identifiable 
form about individuals? 

n YES 

□ NO. 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your components Senior Privacy Officer if the system is a non-MIS or 
the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 

See page 6 of the PIA Manual. 

Q] YES 

□ NO 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 
Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 
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III. Full or Short-Form PIA 


1. Is the system a major information system? 


| | YES 

□ NO 

(If “yes”, a full PIA is required.) 

(If “no”, please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 
Please explain what type of information is collected and the access provided. 
Please note that the reviewing official has the right to require the component 
complete a full PIA. 



YES (Please explain what type of information is collected and the 
access provided. 


«ADD ANSWER HERE» 

If “yes”, a short-form PIA is required. You need only answer 

Questions 1.1,1.2,2.1, 3.1,4.1, 5.1 (if appropriate), 6.2,6.3, 
and 8.9. 

□ NO (If “no”, a full PIA is required. In the interim, you must 
complete a short form PIA. A full PIA will be required at a later date) 
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Please note: If any significant changes are made to the applications a 
new PTA should be completed. 


Approval Signature Page: 




«Sign Date» 

/Senior Privacy Official, Office of the General Counsel, Federal Bureau of 
Investigation 
Department of Justice 
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HSBEIM IS UNCLASSIFIED 

DATE 10-21-2014 BY NSICG/C32W33B91 


FBI Privacy Threshold Analysis (PTA) Cover Sheet (Rev. 10/31/06) 


NAME OF SYSTEM: Tactical Call Center (TaCC) 


SYSTEM DESCRIPTION: ! I b7E 

is capable of recording, rerouting, and storing information related to consensual 
recording cases.| 


FBI SYSTEM POINT OF CONTACT 

Name: |_ 

Program Office: TICTU 
Division: OTD 
Phone:_ 

Room Number: Room 4C86 (ERF-E, Quantico VA) 
Date PTA submitted for approval: December 01, 2006 


FBI DIVISION APPROVALS: 


Program Manager 

(or other appropriate executive as Division 
determines) 

Signature: /s/ 

Date signed: December 01,2006 

Name] | 

Title: TaCC Program Manager 

Program Manager 

(or other appropriate executive as Division 
determines) 

Signature: /s/ 

Date signed: 12/1/06 

Name: SSA| I 

Title: Intercept Collection Manager, ESTS 

Unit Chief 

Signature:/s/ 

Date signed: 12/1/06 

Name: SSA 

Title: Unit Chief, TICTU 

Assistant Section Chief 

Signature:/s/ 
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Date signed: 12/14/06 

Name: ASC 

Title: Assistant Section Chief, ESTS 

Section Chief 

Signature: /s/ 

Date signed: 12/14/06 

Name: SC Michael Clifford, Jr. 

Title: Section Chief, ESTS 

Assistant Director 

Signature: /s/ 

Date signed: 

Name: A/AD Marcus C. Thomas 

Title: Acting Assistant Director, OTD 

Division Privacy Officer 

Signature: /s/ 

Date signed: 12/15/2006 

Name: ASC 

Title: Division Privacy Officer, OTD 


Upon Division approval,forward signed hard copy plus electronic copy to OGC/Privacy and Civil Liberties Unit 
(PCLU) (JEH Room 7338). 

FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: /s/ 


Date Signed: 1/8/07 


Name: Patrick W. Kelley 


Title: Deputy General Counsel 


b6 

b7C 


Upon final FBI approval, distribute as follows: 

Original signed copy to 66F-HQ-C1321794 

Copies: 

1 - DOJ Privacy and Civil Liberties Office (Main Justice, Room 4259) 
1 -FBIOCIO 

1 - FBI SecD 

2 - Division POC/Privacy Officer 

(please reproduce as needed for Program/Division file[s]) 
1 - OGC\PCLU Intranet website 
1 - PCLU Library 
1 - PCLU Tickler 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: 


For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact 
Assessment (PIA) is required by conducting and following Privacy Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as 
follows: 

I. Was the system developed prior to April 17, 2003? 

_XYES (If "yes," proceed to Question 1.) However, see Section 11(1), below. 

_NO (If "no," proceed to Section II.) 

1. Has the system undergone any significant changes since April 17,2003? 

_YES If "yes," please explain the nature of those changes: 

(Continue to Question 2.) 

X_NO (If "no,"the PTA is complete and should be sent to FBI OGC's Administrative Law Unit 

for review, approval, and forwarding to DO)'s Privacy and Civil Liberties Office. Unless you are otherwise 
advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about 
individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's 

for review, approval, and forwarding to DOj's Privacy and Civil Liberties Office 
advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," please provide a brief explanation of a) the purpose of the system, and b) quantity and type of 

employee/contractor information: 

Is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no,"the PTA is complete and should be sent to FBI OGC's Administrative Law 

Unitfor review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. 

Unless you are otherwise advised, no PIA is required. [FBI and DO) reviewing officials 
reserve the right to require a PIA.]) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 


Administrative Law Unit 
Unless you are otherwise 


l 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: 


IL For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail and proceed to Question 2.) 

2. Does the system collect, maintain, or disseminate information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Administrative Law 

Unitfor review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, 

no PIA is required.) 


3. Is the system solely related to internal government operations? 

_YES If "yes," please provide a brief explanation of a) the purpose of the system, and b) quantity and ty pe of 

employee/contractor information: 


Is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Administrative Law Unitfor 

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are 
otherwise advised, no PIA is required. (FBI and DO) reviewing officials reserve the right to require 
a PIA.)) 

NO (If "no," go to section III to determine if a full or short-form PIA is required.) 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: 


ML Full or Short-Form PIA 

1. Is the system a major information system (as listed on OGC's FBINET website)? 

_YES (If "yes," a full PIA is required. PTA is complete.) 

_NO (If "no," please continue to question 2.) 

2. Does the system involve routine information AN D have limited use/access? 

_YES If "yes, please explain what type of information is collected and the access provided: 

A short-form PIA is required. (l.e.,you need only answer Questions 1.1,1.2, 2.1,3.1,4.1,5.1 (if 
appropriate), 6.2, 6.3, and 8.9 of the PIA template.) Please note that FBI and DO) reviewing officials 
reserve the right to require completion of afull PIA. (PTA is complete—forward with PIA.) 

_NO (If "no," a full PIA is required. PTA is complete.) 
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FBI PIIlt'AClY f «Bi|EOLB JliLYSIS (FtA) 

NAME OF SYSTEM; RFO Temporary Duty (TOY) Request System 


(CfoCfoCLlffRsv. mM®?} 


A. CFmeral System. DescrlgtioB;: Please briefly describe: 

Within foe FBI, temporary staffing vacanelea are ntqoeutly tilled by the use of Temporary Duty 

i ? i } vYYt>ikTi Y<A FviFsy> * i A sV i 3 KvM/ViVi. i l.«i VOOVV v yxV vv:iV-^v\<' x xe x jXVA^ViVAx ..*>> RYv >* i 

wfueh allows FB1MQ Divisions and all Field Offices to eieelnsoically submit requests seeking 
uofoonaaion to utilize T OY assignments.. Requests for TOY auOx>rizatk>.o are processed using the FBFs 
I I which permits electronic svorkffow management of TOY requests and also 

permits review of peaffiag requests to verily their approval statute Once a TOY request bus been 
submitted** the RFC! mvlews the requeA and determines whether to approve or deny foe request 


WMk the TOY Request System contains limited personally IdemiFable Information (FI) about 
individuals apedfeal.lv involved m the request fop and approval of. aofoorlzauott to utilise TOYs, the 
system is.not utilized to Pack., evaluate or select applicants for TOY assignments and does out therefore, 
contain any Information about apulicunts. 


1.. i ype of mfornmiton m foe system: 

Tito TOY Bequest System contains htfomwtfoe pertaining to requests for oufoorlaatldn to meet a 
staffing need through a TOY assignment as well as the approval process for specific TOY requests* The 
mformatlou included in. the system. Includes:. 

name of Individual .requeuing TDY anfoorizatkm 

name of foe Assistant Director overseeing the relevant fovestlgati ve program 
whether the request Is from HQ or a. Field Office 
vfoefoer the position will be Filed by an Agent or Support employee 
Bmncb/Dwlsionfoectlofolinit making the request 

„ *5».<* 'K}'«w\#n : ' : A 4 - ' } !■'';x $*5A:’V 

t.fovfo ylft sYATAn.. Yfo v*fo\. a. U i 

v. \ ' <SS vX yt x .'XO'S fo'v>' Fv>vX 1 ? : S V 

AxiV' j; vXvS'XXI.'l' VXv X l'X.f 5 A V't \ t .Dv V X 

duties to be performed In foe TOY assignment 

evnluellon of ttepllvu impact on FBI miss!# if T'DY not approved 

specialised skills required in the TOY 

start date for the TOY 


a. If the system Is solely misted to internal government opemtfons please provide a brief 
esptsuahou of the quantity sad type of employ eefoontmetor lofonnatlom 

: 1 be t emporary Duty (TOY) Bequest System will be used solely for internal FBI operations - to 
evaluate the treed for i DY assignments eod truck the approval proecss for such requests* The overall 
quantity of informatmn. will vary depending on the number of TOY requests font have been 
types of information, nltouf each request were identified ai 


2* Purpose for collecting the Information and how It will fee used: 

As cyplarned above, the system Is used to collect evaluate and proem requests ffom FB1RQ and 
■fold Offices to utilise a T'DY to fill a stalling vacancy* Thu system, through Its felcctfohlc workflow 
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FBI PRIMACY TIIRESBCRJB ANALYSIS (FTA) 
NAME OF SYSTEM: RFO lemwre Duty (TOY) 


st Svsteir 


t process Mr sttoBitsstoo. ev& 


3BG 'd 


proceta 


:£ : sys&s 


be system aad coiits\>te .te- eesuting 


£ approval mut& vemy me status 
osoistoe Analysis Unit (EAil)* wb 
Mrninistrators and have access to 


quests m order to racdtd 


:mt£id etuptOYO: 


\>oes$es 




‘V'siem &een c 


does reautre e 


deter 


;i $mWM sncm 


Was fee deveteped prmr t$ April 17,2§Q3? 


a : , ’ proceed tr 
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NAME OF SYSTEM: RPO Tunpomf Duty (TOY) Revest System 

1, Has the system uadergtme my «ig|)®§p.q{ changes tsmce Apil l.?> !§§|? 

.Y ES IfNesC pittas* espial n the ptea of those changes: 

(Continue to Question? 2.) 

_NO (If theFTA b complete smd should fee sml Us Fill OGCs Privacy sadCivil Liberties 
Unit (PCLD) Iw review, approval, ami fomuMMg to IX)3's Privacy and Civil. Liberties Ottiee. Ussiest 
lt. ;v yon « otherwise advised, no FIA. is required.) 

3, Do the changes involve the collection, maintenance, or dbseminalk® of information In identifiable 
fonts about' bfofvldnsts? 

YES (If NesT please proceed to Question 3») 


NO (If Nto,” the FTA is complete and should. he seat to FBI (XICY Privacy and Civil Liberties 
Unit (FGUU) tor review., approval, and forwarding in DOFs Privacy'-and Civil liberties Uffiee. Unless 
you are otte^ili advised, no HA Is inquired,) 

3, Id the system solely related to internal government operations? 

YES If Was," Is (his a Mu|or information System (m listed on CXICY FBINET website)?: 

_ Yes, (If "yes,” a bid Pi.A is required.. FTA is complete.) 

No, (If "Skx" the FTA Is complete and should be sent to FBI OGCY Privacy 
and Civil Liberties Unit. (PCLD) for review, approval, and forwarding to DOJY 
Privacy and Civil Liberties Office, Unless yon are otherwise advised, no PlA is 
required, (FBI. and .003 reviewing officials reserve the right to require a FIA,)) 

_NO (If “roC go to section III to determine if'a Mi or shortCbrm FIA Is requited.) 


ft. For systems developed after April 17,20113. 

1, What is the purpose of dm system? (Answer 1st detail unless details already provided at A. 2 above): 

The purpose of the RFC) TOY system. Is to facilitate (he electronic submission, evaluation: and approval of 
requests to ntlifoe a TOY assignment to Ell a.tesnptsraty staffing steed within the FBI, See.also Section A,2 above. 

(Coaocue to Question 2,) 

2. Does the system collect, maistiabs or dbsemmate information p Identifiable form about Individuals? 

X YES (If "yesQ please proceed to Question 3.) 

NO {If ^p|| the PTA Is complete and should he sem to FBI OGC% Privacy and Civil Liberties 
Uaft (PCLU) for review, approval, and forwarding to DOls Privacy and Civil Liberties Office, 
lititess you m bticrwisc tsdvtsed, tto FLA ts .reottltcd-3 
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NAME Of SYSTEM: lempir IMy (TOY) Request System 


; il; Is the system solely related to internal government operations? 

K Y F-S if "ves,” is this a Maior Information System (as listed on OCR'S F'BtNfcl website}?.: 
Yes. (If “yes,'- a full FIA is requited. FTA is complete,} 


X No. (If'ktor tits FTA is complete and should bfe sent to FBI OUCs Privacy 
said Civil Liberties Unit fFCLU) tbs'review, approval, and forwmxlirtg to DOJN 
Privacy and Civil Ubieties Office. Unless you are otherwise advised:,, no FIA is 
required, (FBI and OOI reviewing off semis .reserve the tight to require a PlA.}} 

NO (If Ntd,: 5, go to section, III to determine if a MI or shori-tbrm FIA is mfolred,} 


Ill, Full or Short-Form FI.A 

L lathe aystflf a major Sn.fotn’ufoos system (as listed on OGCY f BINET website)? 
_YES (IMyesC a full FIA is required, FTA is Complete.) 

NO (If “ooc etee continue to question 2.) 


2, Does (fee system involve routine ioibrmatioo AND Stave limbed ose/aecess? 


YES A skarWform HA is required, (I.e„ you need only answer Questions LI, 12.2.0,1, 
4,1,5.1 (if appropriate), 5,2,6,3, and 1,9 of due FIA template.) Fleaee note that FBI an 
002 mtewrag oikiala reserve the right to require completion of a tell FIA,. (FTA Is 
Complete—forward with FIA,} 


NO 01 


fis.il P1A is required, Ft A is complete,} 
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ALL IMFORM&TTGM CaNrTMNlD 

HSBEIM IS UNCLASSIFIED 

DATE 10-20-2014 BY NSICG/C32W33B91 


FBI Privacy Threshold Analysis (PTA) Cover Sheet (Rev. 10 / 31 / 06 ) 


NAME OF SYSTEM 


FBI SYSTEM CONTACT PERSON 

Name: 


Program Office: Washington Field Office 
Di vi si on: Security 
Phone:! 


Room Number: 8th FI 
Date PTA submitted for approval: 12/29/2006 


b7E 


b6 

b7C 


FBI DIVISION APPROVALS: 


Program Manager 

Signature: /s/ 

(or other appropriate executive as Division 

Date signed: 12/7/06 

determines) 

Name 


Title: SA 

Division Privacy Officer 

Signature: /s/ 


Date signed: 12/7/06 


Name 


Title: CDC 


Upon Division approval,forward signed hard copy plus electronic copy to OGC/Privacy and Civil Liberties Unit 
(PCLU) (JEH Room 7338). 

FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: /s/ 


Date Signed: 8/6/07 


Name: David C Larson for Patrick W. Kelley 


Title: Deputy General Counsel 


Upon final FBI approval, distribute as follows: 

Original signed copy to 66F-HQ-C1321794 

Copies: 

1 - DOJ Privacy and Civil Liberties Office (Main Justice, Room 4259) 
1 -FBIOCIO 

1 - FBI SecD 

2 - Division POC/Privacy Officer 

(please reproduce as needed for Program/Division file(s)) 
1 - OGC\PCLU Intranet website 
1 - PCLU Library 
1 - PCLU Tickler 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: I 


b7E 


For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact 
Assessment (PIA) is required by conducting and following Privacy Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as 
follows: 

I. Was the system developed prior to April 17, 2003? 

X_ YES (If "yes," proceed to Question 1.) 

_NO (If "no," proceed to Section II.) 

1. Has the system undergone any significant changes since April 17,2003? 

_ YES If "yes," please explain the nature of those changes: 


(Continue to Question 2.) 

X _ NO (If "no,"the PTA is complete and should be sent to FBI OGC's Administrative 

Law Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise 
advised, no PIA is required.) 
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■FBI PRIVACY: THRESHOLD ANA 

OOMD?) _ 
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FBI Frivney Thresh jilri &s*aiv A (PT.4) Cover Sheet (OGC/PCLU (&w. dSflttffi?) 

_ NAM EOF SYSTEM; | 

Derived FroStr"' j SYNT FM POC FBI € oc/pcfj 

^ . | Program NBU : Phone; ^ 


\ Plume: 


Room Number:; IB964 


FBI t pc/pcco For 
Name; 

Fhttttsr 

Room Number: 7338 
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lorwstumg to O0c the P i'A/PlA most also he to A trod, to the. FBIHQ Division tot program review and 
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j Program. OlyNmn--ZZ—. PBIHO DIvisiorQmseri dlvkiot 

I ITOD 

| Cot other appropriate \ Date s fjpld: &/ .*'*/’&"$ | Dote sighed: 

| executive as Division | Name; | | | Nome:' 

-... .J '. . .V.V ,V .t t , LU L L i n i 

| Division Privacy [ Signature: J_| | Signature; 

j Officer j Date si gned; rOyO/pf ^ | Date slgoeti; 

| Nlhid: | ^ ^ ^ ~ _ | Name: 

Open Dmsioo approvak forward signed herd copy plus electronic copy to OGC/PCLU (J EH Room 73 


| (or other apptopriate \ Dale s ffhid: 0/ ^f^T 

| executive as Division f Name: | 

j I Fjil^V' T Vf?Ht C 
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FBI PRIVACY THRESHOLD ANALYSIS (FTA} <OC 
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RMD Document: Processing System (RDPS) 


!. INFORMATION ABOUT THE SYSTEM/ PROJECT 

i. Rfrmdea general description of the system or project that inrlusles: (oPosMeol 
the system/psaijccf, suefesding assoesaieki acronyms: {b) structure of the 
sysfem/pro|ect, Including iufereanneefions with other projects or systems: |e| 
purpose of t&e sYste5p/prs|eet: (d); nature of the jpformsfioo la the systemlpropd: 
and how It will fee osoipfej wbo WsS hose access to the information la the 
syst&m/grOfect; ft) and the manner of fraasniission to oil ttsers. 

lie RMD Document Processing System (RDPS) contains a work Mow system 
that performs three inactions: ;{ 1} tracks Mr! manages freedom of Infbcnration/Priyaey 
vet (FQIPA) requests: (2; tracks and manoaes name check requests::! j 


Spccnlcaily, RDPS contains a single data repository that is accessed through one 
three applications supported by RDPS: 


L FOlPA Document Processing System if DPS) 

PDFS processes docorneAis electronically. tracks workload, arid 
streamlines the collaboration and review process associated with complex FO1 PA 
requests, ! lie system maintains imaged requests fer inJbrmstion and scanned 
images or orl gmai documents. both of which may contain personal 1 v identifiable 
information. | 1 


_11-DPS Is respousihle for managing the interna! 

goYefUTnent function of responding to FOLA and Privacy Act requests. 



3:. Haute Chech Dissemination Database (pi CDD) 

NCDD processes documents eiecttonieaify, tracks workload, and 
streamlines the collaboration apt! review process associated with complex name 
check requests from other agencies. National Name Check Program Section 1 


tiie mission of the Nanosaf Name Check Aagram (NNCP) is to disnetninate iidormsiion Cam JAM ilk 
1 response ie name check requests receixerf heat Federal agencies including internal offices within the 
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RMD Document IProeessina Systmp PROPS) 


.X., "ft© information is intended to be used, in con]unction, with ©iter data elements. 

to indirectly kieidlfy specific individuals. 

.... X... tt© information can be used to distinguish or trace an ImMdnafs identity fie., it 
is linked or linkable to specific individuals), 

if you marked any of the above, proceed to Question 4. 

Pone of the above, it none of the above, describe why the information does not 
identify specific individuals either directly or indirectly. |.l.fyoa cheeked this item, 
Nl'OF here after :prevMteg fhe requested description,! 

4. i.)oes the sy stern/pro;eet pertain only to government employees, contractors, or 
consultants? 


NO 


Y hS 


S. if information about United States citizens or lawfully admitted permanent resident 
aliens retrieved from the systern/project by name or other personal identifier? 

NO. {If no, skip to question 7.) 

_X_ YES. jlf yes, proceed to the next questiond 


6. Does the system/prpi ect co ilect any in format! on di rect 
subiect of the information? 


y from the person who is tin 


N NO |If on, proceed to question 7.J 


YKS 


a. Does the sysieni/projcct support criminal, CT, or F€1 investigations 
tssesstnents? 


NO 


YEN f If yes, proceed to question 


b. Are subjects of information from whom the information is directly collected 
provided a written Privacy .Act (e)(3) statement (either on the collection form or via a 
separate notice)? 
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EMD Document 'Processing System 1RDPS) 


.... ITfee program will need to work with PCIJjd to dfvkth|?/ll»plemg?ji: 
the necessary forads),j 

YES Identify assy forms, paper or efeetrook, used to request weh 
mformaiOh from the Information subkef: 


A Are Social Security Members (SSNs) col lected, maintained or disseminated Irons the 
system • pro;ect? Full SSNs should only fee used as idem!tiers in limited instances. 


, SO _X Y ES If yes, cheek all that apply; 


X _ SSNs are necessary to estabiishfeoufifm the Identity oi. subjects, victims, 
witnesses or sources in this law oh fore cm cm of intelligence activity. 


..... ...... .......... SSNs are necessary to identify FBI pgmomM in litis Internai 

administrative systern:, 

. SSNs are Ihipirtant for other reasons. Describe: 

..The system/project provides special protection to SSNs (e,g., 'SSNs are 

encrypted* hidden from ail users via a look-up table, or Only available to certain 
users). 15 esc ribe: 

.....It is not feasible for the systan/project to provide special proteetion to 

SSNs. Explain: 

I, Is the system operated by a eontractof? 

No. 

X Yes. Information systems operated fey contractors for the FBI may be 
Considered Pri vacy Act systems of records. The Federal Acqui sition Regulation 
contains standard contract clauses that must fee Included in the event the system 
collects, maintains or disseminates FI 1 ami additional requirements may be 
ireposed as a mailer of Department of Justice policy. Consultations with the 
Qflice of the Clencral Counsel may fee moulted if a contractor is operating the 
system for the FBI, 

9, Has the system undergone Certification & Accreditation (C&A) by the FBI 
Security Division ( SecD)? 

.NO If no, ludleate reason; if CM A is pending, provide aotklpakd 

mm pletion {Fate; 
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X VFX 


If yes, please Indicate the fe ll ow in g, If known; 


FrpvMe date of last C&A ciatltleation/'re-certifkatlo®: 
10/6/2008 

Conj0deittla:htyf Lew MeAerafe X Migh Undstfeed 

Integrity: _Lew _XJModerate High L pdefined 

Availability: Lew A Moderate High Oodefined 


Not applicable - this system is only paper-based. 


Is this sysiem/prqjieei the subj ect o f an OMB40O budget sefemissiorO 


YUS' If yes, please provide the date and name or 
title of the OMR snbmission: 


l Jpes : the system sdnciael data mining as defined m Section. 10# of the 
Implementing Red orrmrenda lions of too 9/ f i Commission Act of 2007. F.L. 
Sx/codifed at 42 OSC 2000ee-3t? 

X NO 


C HS If yes, please describe the data mining foneflna 


2, Is this a national security svsiern t as determined bv the SecPI? 


X NO 


3. Stains of Svstem/ Project: 


This is a new system/ project in development. f 
STOP. The FT A is now eomptefe and after division 
snbmftted to Mil CM4CTPC.AA.dfer finnt Pllt apprnva 
P I A and/or other actions are reoturesii 


;$ $ y sHii CiX 

&P|*rOV&l|s| : $%a*$k§ be 
I If 


II. EXISTING SYSTEMS / PROJECTS 

1. When was th e system/project devel oped? 

9/12/2007 

2. l ias the: system/projeet oodergonp any slgnifioant ehangos sinoc April 17,200:3 


NO [If no, proceed: to next question pij),) 
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X . XtvS It yes, indicate whicii ot the following changes were involved, (mark all 
ekaages that apply, and provide brief explanation for each marked change): 

___ A conversion fmm paper-based records to an electronic system. 

. A ehangc : from information in a format that is anonymous or non- 

xicnfo sable to a format that is idcnti liable to particular individuals. 

A new use of an IT system/project, Including application of a new 
techno fogy, that changes how information in identifiable form is managed, 
(for example, a change that would create a more open eoybsmment and/or 
avenue for exposure of data that previously did' not exist,) 

A change that results in information in identifiable form being 
merged, centra tided, or matched with other databases. 


A new method of auihesui eating the use of and access to 
information in Identifiable form by members of the public. 


A systematic incorporation of databases of information in 
idMtilabie .form purchased or obtained from commerclai or public source 

A new mterageney use or shared agency iunctmn that results in 
Sif uses or exchanges of information In identifiable form. 

. A change that results in a new use or disclosure of Infomratinn in 

ideniifhle form, 

. A change that results in new items of information in identifiable 

.form being added into the system/project. 


X Changes do not invoice a change in the type of record; 
the individuals on whom records are maintained, or the use or 
dissemination of information from the system/projeet. 


oauuanmt. 


Other i Pros Ide brief exdlaaatitail: 


3. Does a P I A for this system/ project alread y exist? 

_fflSS: 

f ine last PTA was completed or) 1/14/OS. 't his PTA was drafted in order to align 
the Fiji’s policy requirement for PTA completion. Although the system has undergone 
significant changes since the last PTA, these changes were related to hardware and 
sottware upgrades and not how the information is kept or disseminated,! 
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i Provide date/title of the PIA: 


ftv Has the sysiern/preyeet undergone any signllicant changes since the PIAP 


AO 


YPS 


EPIC-251 







ALL IMfOHMATIOM CGETTAIITlIl 

HEREIN IS UNCLASSIFIED 

DATE 10-31-2014 BY NSICG/C32W33BS-1 


IJfttlci&sgfl&d 


(OGC/PCLU (Rev. 05/15/09) 


FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

(equivalent to the DOJ Initial Privacy Assessment (IPA)) 


NAME OF SYSTEM / PROJECT] 


0 & s' s ved i" to ff 5 : 

SYSTEM/PROJECT POC 

FBI OGC/PCLU POC 

d a*s 5 fs d S V? 

Name 

1 


Name: 

Reason: 

Program Office: Tracking Technology 

Phone: 

D ed a ss s f y O s>: 

Division: OTD 

Room Number 


Phone 

1 



Room Number ERF B 



b7E 

b6 
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FBI DIVISION INTERMEDIATE APPROVALS 



Program Manager (or other appropriate executive as 

Division determines) 

Division Privacy Officer 

Program Division: 

Signature: 

Signature: 


Date signed: 

Date signed: 


Name 


Name: 


Title: 


Title: 

FBIHQDivision; 

Signature: 

Signature: 

OTD 

Date signed: 

Date signed: 


Name 



Name: j. Clay Price 


Title: Program Manager 

Title: Section Chief 


1 - Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520) 

Copies (recipients please print/reproduce as needed for Program/Division file(s)): 

1 - DOJ Office of Privacy and Civil Liberties (via e-mail to pr i vat :y @ uj|d o|.gov)_ 

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940,20530) 

2 - FBI OCIO / OIPP (JEH 9376, attn | 

1 - FBI SecD/AU (electronic copy: via e-mail to UC 

1 - RMD/RMAU (attn | | 

2 - Program Division POC/Privacy Officer 
2 - FBI HQ Division POC /Privacy Officer 


1 -OGC\PCLU intranet 
1 -PCLU UC 
1 -PCLU Library 
1 - PCLU Tickler 
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FINAL FBI APPROVAL / DETERMINATIONS/CONDITIONS: [This section will he completed by the FBI PQ.U/PQO following PTA submission. The PTA drafter 
should skip to die next page and continue,] 


X PIA is required by the E-Government Act UCFN is linkable to an individual in many cases and, in any event, we ought to have a PIAfor our geospatial analysis 
tools, of which this is one. 

_PIA is to be completed as a matter of FBI/DOJ discretion. 

Is PIA to be published on FBI.GOV (after any RMD FOIA redactions)? _Yes. _No (indicate reason): 

Unclear at this time. 

_PIA is not required for the following reason(s): 

_System does not collect, maintain, or disseminate Pll. 

_System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks). 

_Information in the system relates to internal government operations. 

_System has been previously assessed under an evaluation similar to a PIA. 

_No significant privacy issues (or privacy issues are unchanged). 

_Other (describe): 


Applicable SORN(s): CRS 


Notify FBI RMD/RIDS per MIOG 190.2.3? _No _x sr _Yes (see sample EC on PCLU intranet website). 

SORN/SORN revision(s) required? _No _Yes (indicate revisions needed): 


Prepare/revise/add Privacy Act (e)(3) statements for related forms? _No _Yes (indicate forms affected): 


RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues. The system may contain Federal records whether 
or not it contains Privacy Act requests and, in any event, a records schedule approved by the National Archives and Records Administration is necessaiy. RMD can 
provide advice on this as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessaiy updates. 

Other: 


David C. Larson, Deputy General Counsel 
FBI Privacy and Civil Liberties Officer 


Signature:/s/ 

Date Signed: 5/20/2010 
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2. Does the system/project collect, maintain, or disseminate an)/ information about individuals in identifiable form, i.e., is 
information linked to or linkable to specific individuals (which is the definition of personall)/ 
identifiable information (Pll))? 

YES. [If)/es, please continue.] 


3. Does the system/project pertain only to government employees, contractors, or consultants? 

NO. 
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4. Is information about United States citizens or lawfully admitted permanent resident aliens retrieved from the 
system/project by name or other personal identifier? 


5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project? 

NO. 


6. Does the system/project collect any information directly from the person who is the subject of the information? 

NO. 


7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)? 


YES.: 


8. Is this system/project the subject of an OMB-300 budget submission? 

NO 

9. Is this a national security system (as determined by the SecD)? 

NO. 


10. Status of System/ Project: 


II. EXISTING SYSTEMS / PROJECTS 


1. When was the system/project developed? October 2007 
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2. Has the system/project undergone an)/ significant changes since April 17,2003? 


A change that results in information in identifiable form being merged, 
centralized, or matched with other databases. 


Changes do not involve a change in the type of records maintained, the 
individuals on whom records are maintained, or the use or dissemination of 
information from the system/project 


3. Does a PIA for this system/project already exist? 


NO. 
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